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Personal Data Protection Acts (PDPA)
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Personal Data Protection Act (PDPA)
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Total 29207 1,037 27,351 5,258
Accommodation (72) 69 4 7 58 40 4 29
Administrative (56) 353 8 10 335 19 6
Agriculture (11) 31 1 0 30 16 1 15
Construction (23) 57 3 3 51 30 3 25
I Education (61) 1332 22 19 1,291 344 17 13 314'
Entertainment (71) 7065 6 1 7058 109 6 1 102
Finance (52) 721 32 34 B55 467 26 14 427
Healthcare (62) 655 45 31 579 472 32 19 421
Information (51) 2,935 44 27 2864 381 35 21 325
Management (55) 8 0 0 8 1 0 4] 1
Manufacturing (31-33) 585 20 35 530 270 13 27 230
Mining (21) 498 3 5 490 335 2 3 330
Other Services (81) 194 3 2 189 67 0 64
Professional (54) 1,892 793 516 583 630 [is] 121 433
Public (92 3236 22 65 3149 885 13 30 842
Real Estate (53) 100 5 3 92 44 5 3 36
| Retail (44-45) 725 12 27 686 165 10 19 136]
Wholesale Trade (42) 80 4 10 66 28 7 17
Transportation (48-43) 212 4 17 19 67 a8 56
Utilities (22) 48 1 2 45 20 1 17
Unknown 841 5 5 8401 868 3 3 Be2
Total 29207 1,037 B19 27,351 5,258 263 307 4688

Table 4. Number of security incidents and breaches by victim industry and organization size
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Figure 73. Top Social varieties in Social
Engineering incidents (n=3,810)
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Highest fines for breaching one or more articles

of the GDPR (in million U.S. dollars) Update :Sep 3, 2021
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What is a personal data breach? (GDPR)

‘personal data breach’ means a breach of security leading to the

ARTICLE 4
accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, e
or access to, personal data transmitted, stored or otherwise processed
Definitions (12)
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of people lost trust of people terminated of executives said the data
and confidence in their relationship with breach had an impact on
the organization. the organization. the business’ reputation.
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What is a personal data? (PDPA VS GDPR)

“ Personal Data ” means any information relating to an identified or identifiable natural person ARTICLE 4
(‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, GDPR

in particular by reference to an identifier such as a name, an identification number, location Definitions (1)
data, an online identifier or to one or more factors specific to the physical, physiological, genetic,

mental, economic, cultural or social identity of that natural person;
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Data Subject Name -
o Disahilities
(personal data identifier)
Alice Smith Vision impairment
Bob Johnson None
Dave Doe deaf or hard of hearing

Eve Jackson None

Grace Chan Mental health

Personal Data

Pseudonymization Data

Name Age Disabilities
18w8fyluitxg 42 |Vision impairment
sjjinsx53ccm 21 [None

tabndmd6eosk 74 |deaf or hard of hearing
dhkglufzkkp6 a4 None
x02f42372wfc 32 Mental health

Pseudonym Data Subject Name
(Token) (personal data identifier)
18wafyluitxg Alice
sjjinsx53cem Bob
tabn4md6cosk Dave
dhkglufzkkp6 Eve
x02fa2372wfc Grace

Data Subject Name -
o Disahilities
(personal data identifier)

<null Vision impairment

<null» None

<null deaf or hard of hearing

<null» None

<null Mental health

Anonymized Data

Personal Data ‘

Data Subject Name
(personal data identifier)

Alice

Bob

Dave

Eve

Grace
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(Data Subject)
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ansveumvesveyaaIvyana (Data Subject Rights)
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7 vanmslumsilszanawadeyaaluuana (Principle of Processing Personal Data)

n Lawfulness , Fairness & Transparency
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Data minimization
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e Purpose limitation
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Storage Limitation
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